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A quantum secure direct communication protocol

based on a five-particle cluster state and

classical XOR operation *
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Abstract: In order to transmit secure messages, a quantum secure direct communication protocol based on

a five-particle cluster state and classical XOR operation is presented. The five-particle cluster state is used to

detect eavesdroppers, and the classical XOR operation serving as a one-time-pad is used to ensure the security

of the protocol. In the security analysis, the entropy theory method is introduced, and three detection strategies

are compared quantitatively by using the constraint between the information that the eavesdroppers can obtain

and the interference introduced. If the eavesdroppers intend to obtain all the information, the detection rate

of the original ping-pong protocol is 50%; the second protocol, using two particles of the Einstein-Podolsky-

Rosen pair as detection particles, is also 50%; while the presented protocol is 89%. Finally, the security of the

proposed protocol is discussed, and the analysis results indicate that the protocol in this paper is more secure

than the other two.
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1 Introduction

Quantum mechanics offers some unique capabil-

ities for the processing and transmission of quan-

tum information. Over the past decade, scientists

have made dramatic progress in the field of quantum

communication. Since Bennett and Brassard [1] pro-

posed the pioneer quantum key distribution (QKD)

protocol in 1984, in which two remote authorized

users (Alice and Bob) can create a shared private

key, many quantum information security processing

schemes have been presented [2–13].

Subsequently, a new concept, quantum secure di-

rect communication (QSDC), was put forward and

actively pursued [14–34]. Different from QKD, whose

goal is to establish a common random key between

the two remote parties of communication, QSDC’s

goal is to transmit the secret message directly without

first creating a private key to encrypt the secret mes-

sage. In 2002 Beige et al. proposed a QSDC scheme

based on single-photon two-qubit states [14]. In this

scheme, the message can be read after the transmis-

sion of an additional classical bit for each qubit. Sub-

sequently, Boström and Felbinger put forward a ping-

pong protocol using Einstein-Podolsky-Rosen (EPR)

pairs as quantum information carriers [15]. But this

proved to only be a deterministic QKD scheme rather

than a QSDC scheme. Long et al. proposed a the-

oretical two-step QKD scheme using EPR pairs [16],

which is the first QSDC protocol. This introduced

the method of quantum data block transmission for

the security in QSDC based on error rate analysis.

To guard the secret message, one has to ensure the

security of a block of quantum data [14, 16–19] before

encoding the secret message. When errors exist, error

correction and quantum privacy amplification can be

used to maintain its security. In 2003, modifying the

basic idea in Ref. [16], Deng et al. proposed a two-

step secure QSDC scheme with EPR pairs [17] also

transmitted in blocks.
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Another class of quantum communication pro-

tocol [14, 20] used to transmit secret messages is

called deterministic secure quantum communication

(DSQC). The receiver can only read out the secret

message after he exchanges at least one bit of classical

information for each qubit with the sender in a DSQC

protocol, which is different from QSDC. DSQC is sim-

ilar to QKD, but can be used to obtain deterministic

information, not a random binary string, which is dif-

ferent from QKD protocols in which the user cannot

predict whether an instance is useful or not.

In this paper, a QSDC protocol is proposed. The

five-particle cluster state is used to detect eavesdrop-

pers and the classical XOR operation, serving as a

one-time-pad (OTP), is used to ensure the security

of the protocol. In Ref. [19], the original ping-pong

protocol is called OPP, and the protocol it proposed

is called MPP for convenience. Referring to Ref. [19],

the proposed DSQC protocol in this paper is called

FWPP. During the security analysis, the entropy the-

ory method is introduced, and three detection strate-

gies are compared quantitatively by using the con-

straint between the information the eavesdroppers

can obtain and the interference introduced. If the

eavesdroppers get the full information, the detection

rate of OPP is 50%, MPP is also 50%, while FWPP

is 89%. Finally, the security of the proposed protocol

is discussed. The analysis results show that the pro-

posed protocol in this paper is more secure than the

other two.

2 Model and method

2.1 The process of the FWPP protocol

In the protocol in Ref. [16], the transmission is

managed in batches of N EPR pairs. One advantage

of a block transmission scheme is that we can check

the security of the transmission by measuring some

of the photons in the first step, where both Alice and

Bob contain a particle sequence at hand, which means

that an eavesdropper has no access to the first parti-

cle sequence, and then no information will be leaked

to her whatever she has done to the second particle

sequence. Following this method using block trans-

mission, the FWPP scheme is proposed.

Suppose that the message to be transmitted is a

sequence xN = (x1, ...,xN ), where xi ∈ {0,1}, i =

1,2, ...,N .

Define

|Φ+〉=
1√
2

(|00〉+ |11〉) , (1)

|ψ〉
5
=

1

2
(|00000〉+ |00111〉+ |11010〉+ |11101〉) . (2)

Now let us give an explicit process for the FWPP.

(Step (S)1) Bob prepares a large enough num-

ber of Bell states, inserts enough five-particle cluster

states and dispenses the Bell states.

Bob prepares a large enough number (N) of Bell

states |Φ+〉 in sequence. He extracts all the first par-

ticles in the Bell states and forms a series of A par-

ticles (the travel qubits) in order. The remainder of

the particles in the Bell states form a series of B par-

ticles (the home qubits) in order. These particles are

used to transmit a secure message, and this step cor-

responds to the message mode in the original ping-

pong protocol.

Bob prepares a large number (cN /(1−c)) of five-

particle cluster states |ψ〉, of which the last two qubits

are contained by himself, while the first three qubits

form a series of C particles in order. These particles

are used to detect eavesdropping, and this step corre-

sponds to the control mode in OPP. Here, c expresses

the probability of the control mode in the OPP. Note

that the C particles includes 3cN /(1−c) qubits.

Bob inserts the decoy photons [12, 13] C to the

A particles randomly. So a new sequence, A, is pro-

duced, but only Bob knows the positions of the decoy

photons.

Bob stores the B particles and sends the A parti-

cles to Alice.

(S2) The detection of eavesdropping.

After Alice receives the A particles, Bob tells her

the positions where the decoy photons are located.

Alice measures the decoy photons extracted from the

A particles and compares the measurement performed

by Bob through a public channel. If there is no eaves-

dropper, every result should be in the five-particle

cluster state |ψ〉, they continue to execute the next

step (S3) and the FWPP protocol keeps on. Oth-

erwise, the communication is interrupted and the

FWPP protocol is switched to (S1).

(S3) Alice and Bob measure their particles with

Z-basis, respectively.

Alice discards the decoy photons and measures

the remaining A particles with Z-basis BZ = {|0〉, |1〉}
in order, and can form a series of classical numbers

CA in order. Bob also measures his B particles with

Z-basis BZ = {|0〉, |1〉} in order, and can form a series

of classical numbers CB in order. In the ideal cases,

CA is the same as CB.

(S4) Alice encrypts her secure message with the

classical XOR operation and publicly broadcasts her

encrypted message.
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Suppose that Alice’s secure message is a series of

classical “0” or “1” numbers CS in order. She en-

crypts her secure message CS with CA bit by bit using

the classical XOR operation in order:

CS XOR CA →CE. (3)

The series of encrypted message is CE. Alice pub-

licly broadcasts the encrypted message CE.

(S5) Bob decrypts Alice’s secure message with the

classical XOR operation.

After receiving Alice’s secure message CE, Bob de-

crypts Alice’s secure message CE with CB bit by bit

using the classical XOR operation in the same order

as Alice, and can get Alice’s secure message CS.

(S6) The FWPP protocol is ended.

2.2 An example of the FWPP protocol

(S1) Bob prepares a large-enough number of Bell

states, inserts enough five-particle cluster states, and

dispenses the Bell states.

Suppose that Bob prepares four Bell states |Φ+〉,
and a five-particle cluster state |ψ〉.

(S2) The detection of eavesdropping.

(Here the detection of eavesdropping is the same

as (S2) in the process of the FWPP protocol and will

not be discussed.)

(S3) Alice and Bob measure their particles with

Z-basis, respectively.

Suppose that Alice’s measured result is CA=

“0101”, and Bob’s measured result is also CB=

“0101”.

(S4) Alice encrypts her secure message with the

XOR operation and publicly broadcasts the en-

crypted message.

The classical XOR operation can be described as:

0 XOR 0→ 0;

0 XOR 1→ 1;

1 XOR 0→ 1;

1 XOR 1→ 0.

(4)

Suppose that Alice’s secure message is

CS=“1001”, she encrypts her secure message CS with

CA bit by bit using the classical XOR operation in

order, and can get CE=“1100”:

“1001” XOR “0101”→ “1100”. (5)

Alice publicly broadcasts the encrypted message

CE=“1100”.

(S5) Bob decrypts Alice’s secure message with

classical XOR operation.

After receiving Alice’s secure message CE, Bob de-

crypts Alice’s secure message CE with CB bit by bit

using the classical XOR operation in the same order

of Alice:

“1100” XOR “0101”→ “1001”. (6)

(S6) The FWPP protocol is ended.

2.3 The security analysis of the protocol

In the OPP, the author computes the maximal

amount of the information (I(dlO)) that Eve can

eavesdrop and the probability (dlO) that Eve is de-

tected. And the function I(dlO) is provided.

When p0 = p1 =
1

2
,

I(dlO) =−dlOlog2dlO−(1−dlO) log2(1−dlO). (7)

So the above method can be used to compare the ef-

ficiency of eavesdropping detection among the three

protocols.

In the MPP, the maximal amount of the informa-

tion (I(dlM)) that Eve can eavesdrop is

I(dlM) =H

(

1−
√

1−2dlM

2

)

, (8)

where

H(x) =−x log2x−(1−x) log2(1−x) (9)

and dlM is the probability that Eve is detected.

Now, let us analyze the efficiency of the eaves-

dropping detection in the FWPP protocol. In order

to gain the information that Alice operates on the

travel qubits, Eve performs the unitary attack oper-

ation
∧

E on the composed system first. Then Alice

performs the coding operation on the travel qubits.

And finally, Eve performs a measurement on the com-

posed system. Note that all the transmitted particles

are sent together before the detection of eavesdrop-

ping. This method is different from OPP. Because

Eve does not know which particles are used to detect

eavesdropping, she can only perform the same attack

operation on all the particles. As for Eve, the state

of the travel qubits is indistinguishable from the com-

plete mixture, so all the travel qubits are considered

in either of the states |0〉 or |1〉 with equal probability

p=0.5.

Generally speaking, suppose there is a group of

decoy photons [12, 13] in five-particle cluster states

|ψ〉, and we suppose that after performing the attack

operation
∧

E, the states |0〉 and |1〉 become

|ϕ′

0〉 =
∧

E⊗|0x〉=α|0x0〉+β|1x1〉, (10)

|ϕ′

1〉 =
∧

E⊗|1x〉=m|0y0〉+n|1y1〉, (11)

where |xi〉 and |yi〉 are the pure ancillary states de-
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termined by
∧

E uniquely, and

|α|2 + |β|2 = 1, |m|2 + |n|2 = 1. (12)

Then let us compute the detection probability. Af-

ter attack by Eve, the state of the composed system

becomes

|ψ〉
Eve

= E⊗E⊗E⊗I⊗I
[

1

2
(|0x0x0x0x0x〉+ |0x0x1x1x1x〉+ |1x1x0x1x0x〉+ |1x1x1x0x1x〉)

]

=
1

2
[(α |0x0〉+β |1x1〉)⊗(α |0x0〉+β |1x1〉)⊗(α |0x0〉+β |1x1〉)⊗|00〉

+(α |0x0〉+β |1x1〉)⊗(α |0x0〉+β |1x1〉)⊗(m |0y0〉+n |1y1〉)⊗|11〉

+(m |0y0〉+n |1y1〉)⊗(m |0y0〉+n |1y1〉)⊗(α |0x0〉+β |1x1〉)⊗|10〉

+ (m |0y0〉+n |1y1〉)⊗(m |0y0〉+n |1y1〉)⊗(m |0y0〉+n |1y1〉)⊗|01〉] . (13)

Obviously, when the measurement is performed

on the decoy photons, the probability without eaves-

droppers is

p(|ψ〉Eve) =
1

4

(

|α3|2 + |α2n|2 + |αn2|2 + |n3|2
)

. (14)

So the lower bound of the detection probability

(dlFW) is

dlFW = 1−p(|ψ〉Eve). (15)

Now, let us analyze how much information Eve

can gain maximally when there is no decoy mode.

Suppose |α|2 = a, |β|2 = b, |m|2 = s, |n|2 = t, where a,

b, s and t are positive real numbers and a+b= s+t= 1.

Then

dlFW = 1− 1

4

(

|α3|2 + |α2n|2 + |αn2|2 + |n3|2
)

= 1− 1

4
(a3 +a2t+at2 + t3). (16)

In the case of p0 = p1=0.5, when Bob sends |0〉 to

Alice, the maximal amount of information is equal to

the Shannon entropy of a binary channel,

I0 =−alog2a−(1−a) log2(1−a) =H(a). (17)

Then assume that Bob sends |1〉 rather than |0〉. The

above security analysis can be done in full analogy,

resulting in the same crucial relations. The maximal

amount of information is equal to the Shannon en-

tropy of a binary channel,

I1 =−tlog2t−(1− t) log2(1− t) =H(t). (18)

So the maximal amount of information that Eve can

obtain is

I =
1

2
(I0 +I1) =

1

2
[H(a)+H(t)]. (19)

After some simple mathematical calculations, when

a= t, we can get

dlFW = 1−a3, (20)

and the maximum I is

I(dlFW) =H( 3
√

1−d). (21)

The above analysis shows that functions I(dlO),

I(dlM) and I(dlFW) have similar algebraic proper-

ties. If Eve wants to gain the full information (I=1),

the probabilities of eavesdropping detection are dlO

(I=1)=0.5 and dlM (I=1)=0.5 in the OPP and the

MPP, separately, and the probability of eavesdrop-

ping detection is dlFW (I=1)=0.89 in this paper.

In order to compare the three functions, Fig. 1 is

given. As Fig. 1 shows, if Eve wants to gain the same

amount of information, she must face a larger detec-

tion probability in the FWPP than the other two.

This also shows that the FWPP is more secure than

the other two.

Fig. 1. The comparison of the three detection results.

The dotted line expresses the function I(dlO) in

the OPP, the thin line expresses the function I(dlM)

in the MPP, and the thick line expresses the function

I(dlFW) in the FWPP. Obviously, if Eve wants to get

the same amount of information, she must encounter

the higher detection efficiency in FWPP. Also, if there
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is the same detection efficiency, Eve will eavesdrop

less information.

Taking into account the probability c of the con-

trol mode, the effective transmission rate, i.e. the

number of message bits per protocol run, is 1−c,
which is equal to the probability for a message trans-

fer. So, if Eve wants to eavesdrop one message trans-

fer without being detected, the probability for this

event is

s(c,d) = (1−c)+c(1−d)(1−c)+c2(1−d)2(1−c)

+...=
1−c

1−c(1−d) . (22)

Then the probability of successful eavesdropping I =

nI(d) bits is s(I,c,d) = s(c,d)I/I(d). So

s(I,c,d) =

(

1−c
1−c(1−d)

)I/I(d)

, (23)

where

I(d) =H(
3
√

1−d). (24)

In the limit I → ∞ (a message or key of infinite

length) we have s →0, so the presented protocol in

this paper is asymptotically secure. If the security

of the quantum channel is ensured, the protocol is

Fig. 2. Eavesdropping success probability as a

function of the maximal eavesdropped infor-

mation, plotted for different detection proba-

bilities, d.

completely secure. For example, a choice of the con-

trol mode is c=0.5. In Fig. 2, we have plotted the

eavesdropping success probability as a function of the

information gain I , for c=0.5 and for different detec-

tion probabilities d, which Eve can choose. Note that

for d <0.5, Eve only gets part of the message right

and does not even know which part.

In steps (S4) and (S5) of the FWPP protocol, the

secure message is encrypted bit by bit with the clas-

sical XOR operation and publicly broadcasts the en-

crypted message, which can get OTP level security.

So the FWPP protocol is secure.

3 Conclusions

In the FWPP protocol presented in this paper, the

security message can be securely transmitted to the

receiver, and any useful message will not leak to the

potential eavesdroppers. Compared with the OPP

protocol and the MPP protocol, the FWPP protocol

has the following differentia.

(1) The eavesdropper’s detection method, using

the five-particle cluster state in the FWPP protocol,

is similar to the method using the Bell state in MPP.

(2) In the FWPP protocol, Alice performs the

classical XOR operation on the secret message and

then publicly broadcasts the encrypted message.

(3) The localization of FWPP is that the Bell

state |Φ+〉 will collapse and cannot be reused later,

after the protocol; while in the OPP protocol and the

MPP protocol, the Bell state can be reused.

In summary, we introduced in full detail a novel

QSDC protocol based on a five-particle cluster state

and the classical XOR operation. The security of the

protocol is also analyzed, and detection probability

approaches 89%, which is more secure than that in

Ref. [19]. In future, the security of the other QSDC

protocol and its improvement will be studied.
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